Logged on to Azure portal and created a Windows 11 VM
[image: A screenshot of a web page
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Allowed the VM to be scanned by the tenable app
[image: A computer screen shot of a blue screen
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Logged into tenable.[image: A screenshot of a computer
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Created a Policy Compliance Auditing scan
[image: A screenshot of a computer
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Entered the credentials of the VM
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Choose DISA STIG compliance check


Disabled the Firewall for the scan to be able to do its job
[image: A screenshot of a computer
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Analysed the results
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With powershell and Google Gemini as help started remediating the STIGs
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Also tried doing some manual STIG remediation
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These are the STIGs that I remediated 
[image: A screenshot of a computer
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Rescanned the VM for STIGs[image: A screenshot of a computer
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Checked the STIGs that got remediated.
[image: A screenshot of a computer
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Here is the full list of Stigs that I was successful at remediating 
STIG Application (STIG-ID: WN11-CC-000315)
STIG Application (STIG-ID: WN11-AU-000050)
STIG Application (STIG-ID: WN11-CC-000090)
STIG Application (STIG-ID: WN11-EP-000310)
STIG Application (STIG-ID: WN11-CC-000110)
STIG Application (STIG-ID: WN11-CC-000197)
STIG Application (STIG-ID: WN11-CC-000285)
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if (1(Test-Path Sregistrypath)) {

New-Item -Path SregistryPath -Force | Out-Null
}

# Set DeviceEnumerationPolicy to 0 (Block A1)
# 0 = Block ATl

21 = Allow ATl (Not Secure)

Set-TtenProperty -Path SregistryPath -Name "DeviceEnumerationPolicy” -Value 0 ~Type Diord -Force

Write-Host "WN11-EP-000310 has been remediated. Kernel DMA Protection is set to 'Block Al1'." -ForegroundColor Green
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er123> # Define the Registry Key path for Printer po
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Set-ItenProperty -Path SregistryPath -Name "DisableHTTPPrinting” -Value 1 ~Type DWord -Force

Write-Host "WN11-CC-000110 has been remediated. Printing over HTTP is now prevented.” -ForegroundColor Green

PS C:\Users\Labuser123>
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